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ABOUT THE
PROJECT

E-Commerce Web Application for selling Dells
Products such as Laptops, Desktops, Monitors,etc;
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Routing Mechanism 01 ",é O 04 Hashed Password

Secure 2ol
Prevent possible SQL injection, Prefent 02 "' 0 5 User friendly

Possible Local File Inclusion, Prefent
Possibe Brute Force Attack

Prevent Possible XSS, User Must login
With strong password

MVC Pattern 03 @ j 0 6 Pagination system



Technologies

HTML,CSS,Bootstrap,JS,Jquery and
AJAX

@ PHP and MySQL

Apache Web-Server




Web Technologies Percentage
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E-Commerce

App Assets Includes vendor cart.php index.php

Config Controller Views css fonts images js s sytles composer phpmailer autoload.php

admin common errors user




<?php
require once $ SERVER['DOCUMENT_ROOT'] . “/E-Commerce/app/models/AdminModel.php”;
require once $_ SERVER['DOCUMENT_ROOT'] . "/E-Commerce/app/models/UserModel.php”;

require once $ SERVER['DOCUMENT_ROOT'] . "/E-Commerce/vendor/autoload.php”;

use PHPMailer\PHPMailer\PHPMailer;
use PHPMailer\PHPMailer\Exception;
5 references | 0 implementations
class {

2 references

private $adminModel;

5 references | O overrides
public function _ construct(AdminModel $adminModel)

d
o

2 references | 0 overrides
public function login(){
if ($_SERVER[ "REQUEST_METHOD'] ==

$this->adminModel = $adminModel;

I

*POST’ ) {

$email = $ POST[ 'adminemail'];
$password = $ POST[ 'adminpassword’];
$isloggedIn = $this->adminModel->checklogin($email, $password);
if ($isLoggedin) {
session_start();
$ SESSION[ ‘admin’] = $isloggedIn;
header("Location: /E-Commerce/admin/dashboard”);
exit();
} else {
l echo '<script>alert("Invalid email or password”)</script>’;




1 reterence | U impliementations
class {

|

6 references

private $adminModel;

1 reference | 0 overrides

public function _ construct(AdminModel $adminModel)

{

|  $this->adminModel = $adminModel;
}

0 references | 0 overrides

public function totalOrders(){

| return $totalOrders = $this->adminModel->totalOrders();
}

0 references | O overrides

public function totalCustomers(){

| return $totalCustomers = $this->adminModel->totalCustomers();
3

1 reference | O overrides

public function viewCustomers(){

| return $customer = $this->adminModel->viewCustomers();;
3

0 references | O overrides

public function totalsales(){

| return $totalsales = $this->adminModel->totalSales();
3

0 references | 0 overrides
public function sendConfirmationEmail($username, $orderId) {

return $status = $this->sendConfirmationEmailToUser($username,

$orderlid);



class & Larf
7 references
| | private $userModel;
5 references | O overrides
public function __ construct(UserModel $userModel) {

$this->userModel = SuserModel;

3

2 references | O overrides
public function login() {

if ($_SERVER['REQUEST METHOD'] == "POST' && $ POST['form type'] == "login’) {
$email = $ POST['logemail’'];
$password = $ POST[ "logpassword®];

if ($this->isBruteForceAttack($email)) {
echo ‘<script>alert("Too many login attempts. Try again later.")</script>’;
return;

3

$isloggedIn = $this->userModel->checklogin($email, $password);

if ($isloggediIn) {
$this->resetloginAttempts($email);

session_start();
$ SESSION[ "user_id'] = $isloggedIn;
$this->redirectTohome();
exit();
} else {

$this->incrementLoginAttempts($email);



1 reference
private function isBruteForceAttack($email) {

$maxAttempts = 5;
$lockoutDuration = 69;

$loginAttempts = $this->userModel->getloginAttempts($email);

if ($loginAttempts >= $maxAttempts) {
$lastAttemptTime = $this->userModel->getlLastAttemptTime($email);

if (time() - $lastAttemptTime < $lockoutDuration) {
l return true;

} else {

| $this->resetloginAttempts($email);

s

¥

return false;

}

1 reference
private function incrementlLoginAttempts($email) {
| $this->userModel->incrementLoginAttempts($email);

¥

2 references
private function resetloginAttempts($email) {
[ $this->userModel->resetLoginAttempts($email);

3



class - | extends Database

{

0 references | 0 overrides
public function addToCart($userid, $productsId, $quantity)

{
$existingCartItem = $this->getCartItem($userid, $productsIid);

if ($existingCartitem) {

| $this->updateQuantity($userId, $productsid, $quantity + $existingCartitem[’'quantity’']);
} else {

| $this->insertCartItem($userId, $productsId, $quantity);

b

header('Location: /E-Commerce/cart’);
exit();

}

1 reference | O overrides
public function addToVisitorCart($productId, $quantity){

if (l!isset($ SESSION[ ‘visitor cart’']l)) {
\ $ SESSION[ visitor cart'] = [];
}

$cartItemKey = array_search($productId, array_column($_ SESSION[ ‘visitor cart’'], ‘product_id'));

if ($cartItemKey !== false) {
I $ SESSION[ 'visitor cart'][$cartItemKey][ 'quantity’] += $quantity;
} else {

$ SESSION[ "visitor cart'][] = [
"product_id®' => $productid,
‘quantity’ => $quantity,

¥
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Processor: 13th Gen Intel® Core™ Processor: 13th Gen Intel® Core™ Processor: 13th Gen Intel® Core™
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404 Not Found

The requested resource could not be found on this server.



XPS 17 Laptop

Processor: 13th Gen Intel® Core™ i9-13900H (24 MB cache, 14 cores, up to 5.40 GHzTurbo)
Graphics Card: NVIDIA® GeForce RTX™ 4080, 12 6B GDDRé

Display: 17", UHD+ 3840x2400, 60Hz, Touch, Anti-Reflect, 500 nit InfinityEdge

Memory: 64 GB: 2 x 32 68, DD

© 11,450.000 DT




Cart

0-0

Your Cart is Empty

Start Shopping



Shopping Bag

XPS 17 Laptop

XPS 17 Laptop

John Smith

(o] Credit Card

Name on card

Debit Card

MM/YY
WBDelivery Expiration

Quantity

.

I

1111 2222 33

Card Number

Welcome ~

Price

TND 22,900.000

TND 25,200.000

Subtotal

33 4444

Shipping

Action

TND 48,100.000
TND 6.99

Total (tax included) 48,136.990
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) GREATWEB

QUALITY WEB DESIGN SOLUTION

#A Home Overview Dashboard
@ Orders

W Products TOTAL SALES

&

= Customers

DT 19,886.990

Orders
Order Date Customer
#6 Dec 05, 5:34pm  hama123

TOTAL ORDERS

Payment

Fulfillment

Completed

TOTAL CUSTOMERS

2

Total Confirmation

DT 19,886.99 Send
Confirmation



THE TEAM

Msaadi Med Mouadh




THANKS!

Does anyone have any question?

https://github.com/Mouadh2000/E-Commerce-Website
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