
WriteUp
We start by using nmap to determine which ports are open.

Now, We need to know which services are running by -A options which is for aggressive mode

we have node.js framework using the port 8081 we are going to examine it(directory discovery
and so on)



We have to interesting directory, ping has 500 status code which is very interesting( Internal
Server Error).

So /auth requiring us to submit a post request with login and password parameters.

So We have Invalid credentials as a response, I tried a lot to bypass it, but i found myself in a
rabbit hole. So i decided to step back and visit /ping.



Oh!!! We have something to look here, the server execute the ping command.

let's try with the ls command and see what we can find.

Great!! we indeed find an interesting file. So let's see it contents.



Ah! I did a common error, i forgot the url encoded(there is no space in url it changes to '+' or
'%20' when it's encoded). So let's try that.

and we find some creds, Unfortunately the passwords are hashed but it can be cracked.

so let's determine their type by using hash-identifier tool.

So, it's an MD5 hash, let's try to cracked with john the ripper.

Amazing!!!

Now we have r00t:n100906 as creds so let's try to connect to ssh.



YEAS!!! now we have a shell.



Now we are going to escalate our privileges, by running the id command we find the root is a
part of docker group.

Cool!! because /usr/bin/docker owned by root.

let's take a look at https://gtfobins.github.io/#

We are going to try that.

Oh No!!! what's happening.

wait a minute i figure it out maybe because of alpine in that command, let's change it to bash.

https://gtfobins.github.io/#



